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Catalog Description: This course prepares students to enter the counter unmanned aircraft
system (C-UAS) industry with a comprehensive understanding of how drones are used in the
furtherance of criminal activities, terrorism methods, and scaled warfare applications. Topics will
include UAS threat history, capability evolution, current events, potential target vulnerabilities,
and defensive measures.

Prerequisite(s): UAS 101 — Unmanned Systems.
UAS 105-Remote Pilot Operations (Part 107)
Criminal History Background Check
Corequisite(s): N/A

Credits: 3
Hours: 3
Required Text(s): In-class handouts and online resources

Supplemental Materials:

Instructor Information:
Office Hours:
Program Goals:

1. Equip students with comprehensive knowledge of unmanned systems, including their
standards, regulations, and operational frameworks, preparing them for FAA Part 107
certification and other regulatory requirements.

2. Develop proficiency in using geographic information systems (GIS) and remote sensing
technologies, enabling students to analyze and interpret spatial data for applications in
environmental monitoring, urban planning, and emergency response.

3. Foster a strong understanding of safety protocols, risk management strategies, and
security measures in unmanned aviation to ensure compliance with industry standards
and promote operational excellence.

4. Provide hands-on training in maintaining, repairing, and optimizing unmanned aircraft
systems (UAS) to extend operational life and enhance performance in various industry
settings.
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5. Introduce students to advanced robotics, programming, and cutting-edge technologies,
including infrared thermography and digital photography, to expand their expertise in
innovative applications of unmanned systems.

6. Equip students with the skills and knowledge to contribute to the development and
operation of innovative unmanned aerial transportation systems, addressing future urban

and regional mobility challenges.

CORE COMPETENCIES: The following core competencies are embedded in this
curriculum: Communicate effectively in both speech and writing; Apply appropriate
mathematical and statistical concepts and operations to interpret data to solve problems; Use
scientific method of inquiry, through the acquisition of scientific knowledge; Use computer
systems or other appropriate forms of technology to achieve educational and personal goals;
Address an information need by locating, evaluating and effectively using information.

LEARNING ASSESSMENT

Student Learning Qutcomes:

Suggested Means of Assessment:

Characterize UAS threats supporting illicit
activities.

Research Paper

Explain UAS threats supporting terrorism
activities.

Research Paper

Describe UAS utilization in a warfare
environment.

Research Paper

Explain methods by which UAS may be
modified to transport contraband.

Research Paper

Assess security vulnerabilities to a UAS
threat.

Research Paper, Quiz

GRADING SYSTEM: c+ = 77 < 80
A = 90 <100 C = 70 < 77
B+ = 87 < 90 D = 60< 70

B = 80 < &7 F = Below 60

Disability Services

https://www.warren.edu/admissions/disability-services/

Statement and Policy on Cheating, Plagiarism, and Academic Conduct

https://www.warren.edu/wp-content/uploads/2025/01/Policy-304-304.3-Student-

Rights-Responsibilites-and-Academic-Conduct.pdf

Students are required to perform all the work specified by the instructor and are
responsible for the content and integrity of all academic work submitted. A violation of
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academic integrity will occur if a student: (1) knowingly represents work of others as
one’s own, (2) uses or obtains unauthorized assistance in any academic work, (3) gives
fraudulent assistance to another student, or (4) furnishes false information or other
misuse of college documents.

Unauthorized use of Artificial Intelligence (Al) is prohibited unless the instructor
explicitly permits it in the syllabus or assignments. If tools such as ChatGPT are
permitted by an instructor to be used for an assignment, they should be used with
caution and with proper citation. In all such cases, you may only use the specific tools
identified as acceptable and you must adhere to the College’s standards for attribution,
validation, and transparency.

In cases of suspected violation of academic integrity, the incident is to be reported to
the Office of Academics. A student found guilty of violating the rule of academic
integrity by the Vice President of Academics will be considered to have failed in
personal obligation to the College; such failure will be subject to disciplinary action by
the College. Unless otherwise notified, the instructor will allow students who are
pending disciplinary action to attend class.

Tutoring and Testing at the Instructional Support Center (ISC)

https://www.warren.edu/academics/tutoring-and-testing/

WCCC Library Services

https://warren.libguides.com/library/WCCCStudents

Citation Styles and Formatting

Work submitted for any Warren County Community College course must conform to the
required formatting and citation style that are specified by the instructor. The Library and
Instructional Support Center can assist students with formatting and citations for
assignments and papers.

WCCC Attendance Expectations

The College expects students to attend and participate in all classes. This involves sharing
discussions and lectures in class, as well as interacting with other students. Grades are
based on the quality of work students complete in meeting the requirements for a
particular course, as stated in the course syllabus and catalog description. Attendance,
among other factors, may be an additional criterion for assigning grades. Students should
realize that they are responsible for all class meetings and that work missed because of
absences may affect their grades. Attendance in online classes is determined by the
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completion of assignments/ tests. Students who have not completed any assignments or
tests will be considered non-attending and receive an NF grade in online classes.

Class Attendance Expectations: Students are expected to attend ALL class sessions. Anything
beyond 3 unexcused absences will result in a 10% grade reduction per day missed.

Topical Outline:
1. UAS threat history and development.
2. UAS use in the furtherance of criminal intentions.
3. UAS use in supporting terrorism objectives.
4. UAS threats to National Security facility, assets, and people.
5. Forecasting UAS threat technology and tactics, techniques, and procedures (TTP).
6. Overview of vulnerable domestic industries, facilities, and assets.
7. Assessing UAS threat vulnerabilities.

GRADING METHODS:

Quizzes 20%
Research Papers 40%
Final Presentation 30%

Attendance & Participation 10%
Total 100%

Late work will be docked 10% per day it is late down to 50%. This will remain true
unless there are pre-arranged or extraneous circumstances discussed with the instructor.
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ITINERARY:
Unit 1 UAS Threat History
Unit 2 Understanding Transnational Criminal Organizations (TCO) and
International Drug Smuggling
Unit 3 UAS in Furtherance of Criminal Activities
Unit 4 Understanding Terrorism
Unit 5 UAS in Terrorism
Unit 6 UAS in Modern Warfare
Unit 7 UAS in Espionage
Unit 8 UAS Aftermarket Modification
Unit 9 Emerging UAS Threat Forecasting
Unit 10 UAS Threat Vulnerabilities to Critical Infrastructure
Unit 12 UAS Threat Vulnerabilities to Mass-Gatherings
Unit 13 UAS Threat Vulnerabilities to National Defense
Unit 14 Facility and Asset Vulnerability Assessment
Unit 15 Presentation Workshop
Unit 16 Presentation Day
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